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I. American Library Association Privacy Values
The Fourth Amendment
 to the US Constitution states:
The right of the people to be secure in their persons, houses, papers, and effects, against unreasonable searches and seizures, shall not be violated, and no Warrants shall issue, but upon probable cause, supported by Oath or affirmation, and particularly describing the place to be searched, and the persons of things to be seized.               
The XYZ Public Library in accord with the American Library Association believes that the USA PATRIOT Act may pose a threat to the constitutional rights of individuals. This document’s purpose is to inform you about the USA Patriot Act and your privacy rights in this library. 
The American Library Association puts forth The Library Bill of Rights
 as the guiding principles for all libraries.

The Library Bill of Rights

I. Books and other library resources should be provided for the interest, information, and enlightenment of all people of the community the library serves. Materials should not be excluded because of the origin, background, or views of those contributing to their creation.

II. Libraries should provide materials and information presenting all points of view on current and historical issues. Materials should not be proscribed or removed because of partisan or doctrinal disapproval.

III. Libraries should challenge censorship in the fulfillment of their responsibility to provide information and enlightenment. 
IV. Libraries should cooperate with all persons and groups concerned with resisting abridgment of free expression and free access to ideas. 

V. A person’s right to use a library should not be denied or abridged because of origin, age, background, or views. 

VI. Libraries which make exhibit spaces and meeting rooms available to the public they serve should make such facilities available on an equitable basis, regardless of the beliefs or affiliations of individuals or groups requesting their use. 
The American Library Association’s Code of Ethics
 states: 

“We protect each library user’s right to privacy and confidentiality with respect to information sought or received and resources consulted, borrowed, acquired, or transmitted.”
Unless required by law, employees and volunteers of the XYZ Public Library will not reveal personally identifiable information about patrons to others who are not in possession of the library card or card number. This information includes but is not limited to materials loaned, websites visited, and fines accrued.
II. Frequently Asked Questions
What is Personally Identifiable Information?
Personal Identifiable Information (PII) is any information that ties you with the information you seek, the books you read, the websites you visit, etc. It is often used for marketing purposes, but it can be used to “paint” a picture of an individual which can be very inaccurate or embarrassing.

What information does the library have about me?
In order to obtain a library card, patrons are required to provide name, address, phone number, birth date and legal identification. This information is stored as data files in the computer system which is available to all employees of the member libraries of our consortium. This information is used to keep track of library materials on loan, and is retained until borrowed materials are returned and any outstanding fines or fees are paid. After that time, information tying the individual to borrowed materials disappears from the system. 

Why is a privacy policy necessary? 
New technologies have made it possible for personal information to be transferred and possibly intercepted via the internet. New laws have made it possible for law enforcement officials to obtain information about you without your knowledge. Incidents of identity theft are increasing. It is more important than ever to protect personal information. 
What is the USA PATRIOT ACT?6  

On October 26, 2001, in response to the attacks to the World Trade Center Towers on 9/11,  the USA PATRIOT ACT (The Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act) went into effect. 
Section 215 of this act gives law enforcement officials the ability to seek court orders to search library records for investigations of terrorism threats. Libraries and their employees may not, under the penalty of law, disclose information about these investigations or warrants.
What specifically will the library do if law enforcement officials request library records invoking the Patriot Act?
The library staff has policies in place to deal with such situations. The staff has been instructed to refer all requests for information to the library director, or the staff member in charge. As the custodian of all library records, the director may wish to consult with legal counsel regarding the request for information. If the law enforcement official must execute a warrant immediately, the staff are instructed to step aside and allow them. Staff will file a complete report to the director of any incident.
What is the XYZ Public Library doing to challenge the USA PATRIOT Act?
The American Library Association is, along with other organizations, very concerned about civil liberties. These organizations continue to review the act to determine if there is a basis for a legal challenge. Recently, the ALA conducted a survey of libraries
 in regard to the Patriot Act. The XYZ Public Library supports the ALA in their endeavors to stand for patrons’ rights to privacy, confidentiality, and intellectual freedom.
XYZ Public Library’s Response to the USA PATRIOT Act

Staff Policy

The XYZ Public Library is a forum for the flow of information and ideas, a forum free from judgment, censorship, and exclusion based on age, race, background, or views
. We as library staff use many tools to encourage and protect this exchange, the most important being the protection of library user privacy
. Unless required by law, employees will not reveal personally identifiable information about patrons to others who are not in possession of the library card or number. Protected information includes, but is not limited to:

· Patron personal information (name, address, etc.)

· Whether a patron has a library card or has used it at any time

· Information about patron search histories using electronic resources

· Information about materials checked out to a patron or used by a patron in the library

· Information about questions asked of staff or services provided by staff

· Websites visited by a patron on computer stations

On October 26, 2001, Congress passed the USA PATRIOT Act in response to the terrorist attacks on 9/11
. This legislation gives law enforcement the ability to seek court orders to search library records for investigations of terrorist threats, and you, as library staff, may be requested by law enforcement to provide personal information about a library patron. This document will explain: 

· How the USA PATRIOT Act affects libraries 

· What to do if approached by a law enforcement officer

· What documentation is required of law enforcement to obtain library records and 

· What steps are to be taken before any patron records can be released

How does the USA Patriot Act affect libraries?

In the most general terms, the Patriot Act increases law enforcement’s access to patron information. However, as the provisions set forth in this act stand in contradiction to our privacy policy
 and state law
, it is critical that all staff are familiar with what exactly is provided for in the Patriot Act and what is not.

The section of the Patriot Act that is most relevant to our library is section 215.  This section amends the scope and process that the FBI follows in order to obtain the information they are in pursuit of.  The type of records they are authorized to obtain is greatly expanded to include patron information and library records
. Although The Act does not say specifically “library records” or “patron information,” it states that any type of “tangible thing”
 may be requested for the purposes of an investigation.
  This also includes Internet search records, telephone use records, or any other type of information that, although not particular to the library setting, may have occurred in the physical space of the library.

Another major change afforded to officers of the law is how they may obtain this information.  Under section 215, law officers may seek a warrant or subpoena for patron information based solely upon the justification that it is necessary for an ongoing investigation (any ongoing investigation).  They are not required to show probable cause; they only need to convince a judge that the relevant information could be useful to a particular investigation.

It is critical that all staff follow the procedures outlined below should there ever be a need to.  There are many reasons for this, but one of the most important relates to who the Patriot Act allows to be informed of a search.  Section 215 includes a “gag order” that prevents disclosure to anyone (other than those necessary to produce the information) that a request for information has been made.
  This includes the subject of interrogation as well as other employees.  This “gag order” applies only to a search warrant issued under the Foreign Intelligence Surveillance Act (FISA).  The search warrant can only be issued by a FISA court.

This is just a brief description of the portions of the Patriot Act that you, as a library employee, are most likely to encounter.  Not all portions of the Act that could potentially apply to libraries are mentioned here.
  What is important is that you are familiar with the basics of the Patriot Act and that you know what our privacy policy is.
  Following are the policies we have set forth so that you do not have to remember every detail of the Patriot Act.  

Responding to Law Enforcement Requests Covered Under the USA PATRIOT Act:

Personnel Policies and Procedures

Note:  The confidentiality of library records is protected by Oregon law.  The Director of XYZ Public Library serves as custodian of all library records.  All law enforcement requests for library records must be referred to the Director’s office.  The Director may wish to consult with legal counsel before responding to such requests.

I.  Procedures for Line Staff (Circulation and Reference Desk Staff)

If a law enforcement official (police officer or FBI agent) approaches you with a request for library records of any kind, follow these procedures: 

1. Refer the officer/agent to the library Supervisor or designated Person in Charge.

2. If a Supervisor or Person in Charge is not available, follow the procedures covered in section II of this document.

II.  Procedures for Supervisors and Persons in Charge

If a law enforcement official (police officer or FBI agent) approaches you with a request for library records of any kind, follow these procedures:

1. Ask the officer/agent to show you his or her identification.  Write down the officer/agent’s name, badge number, telephone number, and the name of the law enforcement agency.  If possible, obtain a business card from the law enforcement official.

2. Tell the officer/agent that all requests for library records must be referred to the Library Director’s office.  Provide the name of the Library Director, and the telephone number, address, and hours of operation of the Library Director’s office.

3. Some law enforcement requests issued under the USA PATRIOT Act contain a “gag order” which prohibits the recipient from communicating information about the request to anyone other than the Library Director or appropriate staff representatives.
  If you receive such a request, you should discuss it only with your Supervisor or the Library Director.

Note: Most law enforcement requests for information, including subpoenas, can wait for action by the Library Director and the library’s legal counsel.  However, a search warrant is immediately executable and therefore requires immediate attention.
  Staff procedures for responding to search warrants are covered in part III of this document.

III.  Search Warrant Procedures for All Staff

A search warrant is a court order issued by a judicial officer, and is immediately executable.
  If a law enforcement official (police officer or FBI agent) presents a search warrant, follow these procedures in addition to the procedures listed in section II:

1. Explain to the officer/agent that the Director of Libraries is the custodian of all library records and that you are required to notify the Director about the warrant.  Ask for time to contact the Director’s office before the warrant is executed.  The Director may wish to consult with legal counsel regarding the request.

2. Obtain a copy of the search warrant.  If possible, fax this information to the Library Director’s office immediately.  Library staff should review the warrant to ensure that the search complies with its terms.

3. If the officer/agent insists on executing the search warrant immediately, follow the instructions provided by the officer/agent and do not attempt to obstruct the search.

4. Prepare a written record of the incident.

� Library patrons should be aware of their Constitutional rights, including the Fourth Amendment’s prohibitions against unjustified search and seizure. These rights extend to library use. “Unjustified search and seizure violates the Fourth Amendment, whatever the character of the paper; whether the paper when taken by the federal officers was in the home, in an office, or elsewhere; whether the taking was effected by force, by [277 U.S. 438, 478]   fraud, or in the orderly process of a court's procedure….The protection guaranteed by the amendments is much broader in scope. The makers of our Constitution undertook to secure conditions favorable to the pursuit of happiness. They recognized the significance of man's spiritual nature, of his feelings and of his intellect. They knew that only a part of the pain, pleasure and satisfactions of life are to be found in material things. They sought to protect Americans in their beliefs, their thoughts, their emotions and their sensations. They conferred, as against the government, the right to be let alone—the most comprehensive of rights and the right most valued by civilized men. To protect, that right, every unjustifiable intrusion by the government upon the privacy of the individual, whatever the means employed, must be deemed a violation of the Fourth Amendment.” See Supreme Court Justice Louis Brandeis, � HYPERLINK "http://caselaw.findlaw.com/cgi-bin/getcase.pl?court=us&vol=277&invol=438" \l "478" �Olmstead v. U.S.�, 277 U.S. 438 (1928).





�Beginning in the late 1930’s, the American Library Association began taking a stronger stand in protecting library patrons’ rights against censorship and against invasions of their privacy. In 1939, the ALA wrote its first “Library Bill of Rights.” As libraries have encountered new threats to patron confidentiality, the ALA has developed further policies to address these issues: “Another aspect of the library patron’s access to materials was broached in 1970 when the Internal Revenue Service requested permission from several libraries to examine circulation records to determine the names of persons reading materials about explosives and guerilla warfare. The association responded by developing its ‘Policy on Confidentiality of Library Records,’ urging libraries to designate such records as confidential and accessible only ‘pursuant to such process, order, or subpoena as may be authorized under the authority of, and pursuant to, federal, state, or local law relating to civil, criminal, or administrative discovery procedures or legislative investigatory power.’ The rationale of the policy was that circulation records are purely circumstantial evidence that a patron has taken a book out of the library and that fear of persecution or prosecution may restrain users from borrowing any conceivably controversial materials, for whatever purpose. The question of library records and the confidentiality of relationships between librarians and library users arose again in 1971 regarding the ‘use of grand jury procedure to intimidate anti-Vietnam War activists and people seeking justice for minority communities.’ In response, the association asserted ‘the confidentiality of the professional relationships of librarians to the people they serve, that these relationships be respected in the same manner as medical doctors to their patients, lawyers to their clients, priests to the people they serve,’ and that ‘no librarian would lend himself to a role as informant, whether of voluntarily revealing circulation records or identifying patrons and their reading habits.’” See “Intellectual Freedom and ALA: Historical Overview,” in � HYPERLINK "http://www.dekker.com.offcampus.lib.washington.edu/servlet/product/productid/E-ELIS" �Encyclopedia of Library and Information Science� (Online Published 2003): 1379 – 1389.


 “In a library (physical or virtual), the right to privacy is the right to open inquiry without having the subject of one’s interest examined or scrutinized by others. Confidentiality exists when a library is in possession of personally identifiable information about users and keeps that information private on their behalf…Protecting user privacy and confidentiality has long been an integral part of the mission of libraries. The ALA has affirmed a right to privacy since 1939. Existing ALA policies affirm that confidentiality is crucial to freedom of inquiry. Rights to privacy and confidentiality also are implicit in the � HYPERLINK "http://www.ala.org/ala/oif/statementspols/statementsif/librarybillrights.htm" �Library Bill of Rights�’ guarantee of free access to library resources for all users.” See American Library Association, “Privacy,” 2004, available from � HYPERLINK "http://www.ala.org/ala/oif/statementspols/statementsif/interpretations/privacy.htm" �http://www.ala.org/ala/oif/statementspols/statementsif/interpretations/privacy.htm�; Internet: accessed 17 May 2005.





�“[T]he right to receive information has become a fundamental right, and the principle in the [Stanley v. Georgia] case harks back to the right of each citizen to be free of any paternalistic imposition of approved viewpoints, first articulated in Martin v. Struthers….Pico has continued to play a pivotal role in the public library setting. In Sund v. City of Wichita Falls, Texas, the court invalidated a library board resolution directing the removal of several childrens’ books to the adult section as violating the plaintiffs’ federal and state constitutional rights to receive information. It found that the library was a limited public forum, citing Kreimer, and that Pico applied ‘with even greater force’ in the public library.” See Susan Nevelow Mart,  “The Right to Receive Information,” 2003; Internet; accessed 17 May 2005.











� The ALA Code of Ethics provides a framework for the ethical decision making that must be done by library staff and trustees, and is a statement of the values to which the profession is committed.


 The third point, quoted here, supports the ALA’s stated “…special obligation to ensure the free flow of information and ideas to present and future generations.”  See American Library Association, available from � HYPERLINK "http://www.ala.org/ala/oif/statementspols/codeofethics/codeethics.htm" ��http://www.ala.org/ala/oif/statementspols/codeofethics/codeethics.htm�; Internet; accessed  21 May 2005.


� The survey is designed to collect information about what effects the Patriot Act has had on libraries. Some parts of The Patriot Act may sunset in December of 2005. The ALA wants to ensure that patron privacy rights are preserved. The ALA website states: “The results of these surveys will provide much-needed information to inform the debate about law enforcement’s role in libraries and the effect that the law enforcement activity is having on library users. Preliminary results will be made available to members of Congress as they debate the status and necessity of the sunset provisions.” See American Library Association, available from � HYPERLINK "http://www.ala.org/ala/pressreleases2005/january2005a/PATRIOTStudy.htm" ��http://www.ala.org/ala/pressreleases2005/january2005a/PATRIOTStudy.htm� ; Internet; accessed 21 May 2005.





� The Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act went into effect in response to the attacks on the World Trade Center on 9/11/2001.


“The American Library Association (ALA) opposes any use of governmental power to suppress the free and open exchange of knowledge and information or to intimidate individuals exercising free inquiry…ALA considers that sections of the USA PATRIOT ACT are a present danger to the constitutional rights and privacy rights of library users.” See American Library Association, ALA’s Resolution on the USA PATRIOT Act, available from � HYPERLINK "http://www.ala.org/template.cfm/?Section=ifissues&Template=/ContentManagement/ContentDisplay.cfm&ContentID=76289" ��http://www.ala.org/template.cfm/?Section=ifissues&Template=/ContentManagement/ContentDisplay.cfm&ContentID=76289�; Internet; accessed 21 May 2005. 





�On June 18, 1948 the American Library Association (ALA) adopted the Library Bill of Rights to unite libraries across the country in their mission to provide an environment of free inquiry and to encourage the exchange of ideas.  The ALA Library Bill of Rights was included in our public policy (and referred to here) because it is important for both library patrons and library staff to keep these principles in mind when thinking about the USA PATRIOT Act and how patron rights and records are handled in libraries. See Library Bill of Rights, � HYPERLINK "http://www.ala.org/oif/statementspols/statementsif/librarybillrights.htm" ��www.ala.org/oif/statementspols/statementsif/librarybillrights.htm� ; Internet; accessed 19 May 2005.





� This statement reiterates our mission as stated in our public policy to “protect each library user’s right to privacy” in accordance with the American Library Association’s code of ethics. According to the ALA’s interpretation of the Library Bill of Rights, “In a library…, the right to privacy is the right to open inquiry without having the subject of one’s interest examined or scrutinized by others. Confidentiality exists when a library is in possession of personally identifiable information about users and keeps that information private on their behalf.”  See Privacy: an Interpretation of the Library Bill of Rights, � HYPERLINK "http://www.ala.org/Template.cfm?Section=interpretations&Template=/ContentManagement/ContentDisplay.cfm&ContentID=34182" ��http://www.ala.org/Template.cfm?Section=interpretations&Template=/ContentManagement/ContentDisplay.cfm&ContentID=34182�; Internet; accessed 19 May 2005.





� The staff policies of the Seattle Public Library (� HYPERLINK "http://www.spl.org" ��www.spl.org�) and the Multnomah County Library (� HYPERLINK "http://www.multcolib.org" ��www.multcolib.org�) were consulted to get an idea of specific patron information that is protected by public library staff. The Seattle Public Library’s policy defines Personally Identifiable Information (PII) as:





A borrower’s name, phone number, or other personal information


Information about whether a borrower has a Library card of has used the Library at any time


A borrower’s search history using the Library’s electronic resources, such as the Internet, online databases, or search engines and related information, including frequency of us and Library card number used to access the Library’s electronic resources


Information about materials checked out to a borrower or used by a borrower in the Library


Information about the content of a borrower’s information inquiries or requesting the removal of a computer workstation, computer storage device, or other Library materials or resources 





Multnomah County Library defines PII as “any information about materials borrowed, questions asked, resources consulted or services requested.” 





� The USA PATRIOT ACT (The Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act) of 2001 is “an Act to deter and punish terrorist acts in the United States and around the world, to enhance law enforcement investigatory tools, and for other purposes.” The Act amended over 15 federal statutes, including the laws governing criminal procedure, computer fraud and abuse, foreign intelligence, immigration, and the laws governing the privacy or student records (USA PATRIOT Act and Intellectual Freedom, � HYPERLINK "http://www.ala.org/Template.cfm?Section=ifissues&Template=/ContentManagement/ContentDisplay.cfm&ContentID=89854" ��www.ala.org/Template.cfm?Section=ifissues&Template=/ContentManagement/ContentDisplay.cfm&ContentID=89854�. Accessed 20 May, 2005). The Act also expanded the authority of the FBI to gain access to “business records”, which in practice can include medical records, education records, and library records [described in the Act as “any tangible things (including books, records, papers, documents and other items)”]. See USA PATRIOT Act H.R. 3162, � HYPERLINK "http://www.epic.org/privacy/terrorism/hr3162.html" ��www.epic.org/privacy/terrorism/hr3162.html� ; Internet; accessed 20 May 2005. 





� All staff are familiar with the library’s privacy policy. As it is mentioned elsewhere it was not repeated here.





� See Oregon Statute 192.502





� Referred to elsewhere as personally identifiable information.





� See 50 U.S. C. 1861 revised section 501 which reads, “The director of the Federal Bureau of Investigation or a designee of the Director (whose rank shall be no lower than Assistant Special Agent in Charge) may make an application for an order requiring the production of any tangible things (including books, records, papers, documents and other items)…”





� According to the ALA this is a change from the previous scope of the law.  Prior to the Patriot Act, this section (officially entitled “Access to Certain Business Records for Foreign Intelligence and International Terrorism Investigations”) pertained only to hotel, airline, car rental or locker rental information. 





� Sections 214 and 216 expand law enforcement’s domain to include the Internet. These sections cover in detail use of the internet and electronic mail.  While it is crucial that staff are aware that “digital data” of this sort does fall under the scope of the Patriot Act, it is grouped with other types of patron records here in order to facilitate explication.  Whether it be overdue books or web pages visited, all of this information can be grouped under the heading of “patron information.”  Additionally, many libraries do not maintain records of this sort.  





� See � HYPERLINK "http://www.ala.org/alaorg/oif/usapatrriotlibrary.html" ��http://www.ala.org/alaorg/oif/usapatrriotlibrary.html�. Here the ALA states that [section 215] does not require the agent to demonstrate “probable cause,” the existence of specific facts to support the belief that a crime has been committed or that items sought are evidence of a crime.  Instead, the agent only needs to claim that he believes that the records he wants may be related to an ongoing investigation related to terrorism or intelligence activities, a very low legal standard. Following this, Charles Doyle, with the Library of Congress, states that, “It [the Patriot Act] allows application for a FISA surveillance or search order when gathering foreign intelligence is a significant reason for the application rather than the reason” (original emphasis),  � HYPERLINK "http://www.fas.org/irp/crs/RS21203.pdf" ��www.fas.org/irp/crs/RS21203.pdf�.





� See section 215; revised 115 statute 288 subsection d: No person shall disclose to any other person (other than those persons necessary to produce the tangible things under this section) that the Federal Bureau of Investigation has sought or obtained tangible things under this section.





� Sections 214 and 216, as mentioned above, cover “Pen Register and Trap and Trace” Authority and Devices now permissible.





� The library policies we consulted (the Seattle Public Library and the Multnomah County Library) do not go much further than mentioning the increased scope granted by the Patriot Act and the gag warrants that can be issued by FISA courts.  However, we felt that this brief, but somewhat expanded, background to the Act would be helpful to employees both as a point of general knowledge and when interpreting the following guidelines.





� Library records are exempt from disclosure under Oregon state law.  Section 192.502 (22) of the Oregon Revised Statutes (ORS) states the following exemption: “The records of a library, including circulation records, showing use of specific library material by a named person or consisting of the name of a library patron together with the address or telephone number, or both, of the patron.”  In addition, the American Library Association (ALA) sets forth guidelines for library staff in regard to coping with law enforcement inquiries: “Designate the person or persons who will be responsible for handling law enforcement requests.  In most circumstances, it should be the library director, and if available, the library’s legal counsel” (� HYPERLINK "http://www.ala.org/ala/oif/ifissues/usapatriotact.htm" ��http://www.ala.org/ala/oif/ifissues/usapatriotact.htm�, under “Confidentiality and Coping with Law Enforcement Inquiries: Guidelines for the Library and its Staff”).





� The American Library Association (ALA) provides the following guideline for library staff dealing with law enforcement inquiries: “Staff should immediately ask for identification if they are approached by an agent or law enforcement officer, and then record the information” (� HYPERLINK "http://www.ala.org/ala/oif/ifissues/usapatriotact.htm" ��http://www.ala.org/ala/oif/ifissues/usapatriotact.htm�, under “Confidentiality and Coping with Law Enforcement Inquiries: Guidelines for the Library and its Staff”).





� A court order issued under the Foreign Intelligence Surveillance Act (FISA), covered under Section 215 of the USA PATRIOT Act, contains the following provision: “No person shall disclose to any other person (other than those persons necessary to produce the tangible things under this section) that the Federal Bureau of Investigation has sought or obtained tangible things under this section” (USA PATRIOT Act, Section 215, Access to Records and Other Items under the Foreign Intelligence Surveillance Act).  (Text of the USA Patriot Act taken from the Electronic Privacy Information Center web site: � HYPERLINK "http://www.epic.org/privacy/terrorism/hr3162.html" ��http://www.epic.org/privacy/terrorism/hr3162.html�.)





� Guidelines provided by the American Library Association (ALA) for responding to law enforcement inquiries state: “Remember that a subpoena does not require an immediate response from the library.  Unlike a subpoena, a search warrant may be executed immediately.  The agent or officer may begin a search of library records as soon as the library is served with the court’s order” (� HYPERLINK "http://www.ala.org/ala/oif/ifissues/usapatriotact.htm" ��http://www.ala.org/ala/oif/ifissues/usapatriotact.htm�, under “Confidentiality and Coping with Law Enforcement Inquiries: Guidelines for the Library and its Staff”).





� “Sample of Search Warrant Procedures for Libraries” (� HYPERLINK "http://www.llrx.com/features/draftsearch.htm" ��http://www.llrx.com/features/draftsearch.htm�) by Mary Minow.  Minow is a library law consultant with � HYPERLINK "http://www.librarylaw.com" ��www.librarylaw.com� and co-author of The Library’s Legal Answer Book (2003).





� “A copy of the search warrant is essential, as the search must comply with its terms” (“Sample of Search Warrant Procedures for Libraries” � HYPERLINK "http://www.llrx.com/features/draftsearch.htm" ��http://www.llrx.com/features/draftsearch.htm�).


  


� Guidelines provided by the American Library Association (ALA) for responding to law enforcement inquiries state: “While most law enforcement officers will cooperate with a library’s request to allow counsel to examine the warrant, it is possible that an officer will refuse to delay his or her search.  Train staff to step aside and not to interfere with the officer in those cases.  They should continue their attempt to notify the library director and library counsel, and make every effort to keep a record of the incident” (� HYPERLINK "http://www.ala.org/ala/oif/ifissues/usapatriotact.htm" ��http://www.ala.org/ala/oif/ifissues/usapatriotact.htm�, under “Confidentiality and Coping with Law Enforcement Inquiries: Guidelines for the Library and its Staff” and “USA PATRIOT Act Search Warrant”).
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